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Review result

Decision: Yes No
Review L] ]
accepted | With modifications X
5.3 Review summary and next steps

This review shows that in general the SMP now is correct (only two minor findings 107/108). The
review of the SRS and SAD shows that in general

e the approach of the security requirement specification and the derivation of security coun-
termeasures is understandable and correct

) e the security architecture is described quite well
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System Architecture Integration Testing

Integration Testing
(SW/HW)

Integration Testing
(SW /7 SW)

Integration Testing
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Module Design
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Industrial communication networks — Network and system security

Requirements for an
IACS security
management system

Implementation guidan-
ce for an IACS security
management system

Terminology,
concepts and models

Security technologies
for IACS

Product development
requirements

Technical security
requirements for
IACS components

Master glossary of
terms and abbreviations

Security levels for
zones and conduits

System security
<% requirements and
security levels

System security
compliance mefrics

Patch management in
the IACS environment

Installation and main-
. tenance requirements
for IACS suppliers

IACS security
lifecycle and use-case

IACS :Industrial Automation and Control System
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Safety
» Precise targets because of well understood threats.

Security
» Moving targets because of new threats from malicious people result in less practical guidance.
» Application engineers ask, however, for more practical guidelines.
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SHE(Security Hardware Extension)

ISO/IEC 117702 Information technology Security techniques Key management
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